Abstract-We investigate the problem of secure non-orthogonal multiple access (NOMA) against full-duplex proactive eavesdropping, where the eavesdropper performs passive eavesdropping and active jamming simultaneously to interrupt the NOMA transmissions. To avoid the transmission outage caused by the unknown jamming level from the eavesdropper, we propose a novel transmission outage constrained scheme to limit the transmission outage probabilities of the users to a maximum tolerable threshold, which is also helpful in reducing the secrecy outage. We derive analytical expressions for the secrecy outage probability and secrecy diversity order to characterize the secrecy performance. Simulation results are provided to demonstrate the accuracy of the derived analytical results and the efficiency of the proposed scheme.
I. INTRODUCTION
N ON-ORTHOGONAL multiple access (NOMA) has been proposed as a promising solution to improve spectral efficiency and reduce transmission latency for future wireless networks [1] . With the use of superposition coding and successive interference cancellation (SIC) techniques, multiple users can be simultaneously served in the same resource block (i.e., time/frequency/code), and massive connectivity can be realized efficiently by NOMA.
However, the support of massive connectivity in NOMA is also a critical weakness which can be exploited by eavesdroppers to intercept signals of all users, due to the broadcast nature of wireless channels [2] , [3] . In this context, security provisioning for NOMA using physical layer security techniques has attracted considerable research efforts [4] , [5] , [6] , [7] , [8] , [9] . In [4] , the optimal designs of transmission rate, decoding order, and power allocation for NOMA with secrecy considerations were investigated. Secure beamforming with artificial noise for NOMA was studied in [5] , [6] . Robust secure power allocation and subcarrier assignment for fullduplex NOMA were addressed in [7] . The secrecy issues in cooperative relay assisted NOMA systems were designed and analyzed in [8] , [9] .
All of the aforementioned works on NOMA security assume that the eavesdropper operates in a half-duplex mode and only performs passive eavesdropping. However, the eavesdropper may have more powerful signal processing capability, for example, the full-duplex radio [10] , [11] , [12] that simultaneously performs passive eavesdropping and active jamming. Since NOMA is interference-limited, the emitted jamming can significantly decrease the users' data rates, which in turn enhances the interception capability of the eavesdropper. Theoretical studies of secure NOMA with full-duplex proactive eavesdropping are still lacking in the literature. Furthermore, the eavesdropper is often passive, and it is difficult for the users to obtain the jamming level of the eavesdropper. Without precisely knowing the jamming level, the NOMA users may experience transmission outage with a high probability, which further leads to secrecy outage.
To address the above challenging secrecy issues, we investigate a secrecy-enhancing design for NOMA against fullduplex proactive eavesdropping. We propose a novel transmission outage constrained scheme, where the codeword rates for the paired users are specifically designed to guarantee that the transmission outage probabilities of the paired users affected by the unknown jamming level of the eavesdropper are constrained to a maximum tolerable threshold, to avoid the transmission outage and reduce the secrecy outage. We derive closed-form expressions for the secrecy outage probability and the secrecy diversity order. Our simulation results show that full secrecy diversity orders at the paired users can be achieved by the proposed scheme.
II. SYSTEM MODEL Consider a downlink NOMA transmission, consisting of one base station denoted by S, one eavesdropper denoted by E, and K users denoted by D 1 · · · D K . Each node in the system is equipped with a single antenna. To mitigate the strong interuser interference and the high processing power for SIC, user pairing for NOMA is adopted, in which two users, i.e., D n and D m are selected to perform NOMA jointly.
All channels undergo independent quasi-static fading. . During each fading block, S uses NOMA to send a superimposed signal (
where α n and α m are the NOMA power allocation coefficients satisfying α n + α m = 1 and α n < α m for fairness considerations. Since E operates in a full-duplex mode, it not only intercepts the superimposed signal for eavesdropping purpose, but also emits a jamming signal z to D n and D m to interfere with their signal reception, which is challenging for secure communications.
In NOMA, SIC decoding at each receiver always starts from the weak signal towards the strong signal. The receiver of D n first decodes and subtracts x m via SIC, and then decodes x n using the residual signal, yielding the received signal-tointerference-plus-noise ratios (SINRs) as
The receiver of D m decodes x m directly by treating other signals as noise. Accordingly, its received SINR is given by
Similar to [4] , [6] , [8] , the worst-case eavesdropping from the users' perspective is assumed, where x m is completely decoded at E before it starts to decode x n . This assumption overestimates the eavesdropper's capability, which makes the design and analysis in this letter robust in practical scenarios. Thus, the upper bounds on the received SINRs at E are
where ζ ∈ [0, 1] is the residual self-interference coefficient due to the imperfect self-interference cancellation.
III. TRANSMISSION OUTAGE CONSTRAINED SCHEME AND ITS PERFORMANCE ANALYSIS
Since S does not know the CSI of h e,n and h e,m , it cannot adopt the variable-rate strategy for codeword transmission, and only fixed codeword rates, i.e., R To proceed, we introduce the following lemma. Lemma 1: To achieve the optimal transmission outage performance for a given SIC decoding x m → x n , the NOMA power allocation coefficients should satisfy the following condition
where
. In particular, the condition α m > α n τ m holds when applying NOMA. Since the SIC ordering at D n is to decode the signal x m first and then decode the signal x n , the condition Λ m ≤ Λ n should be satisfied to achieve the optimal transmission outage performance, based on [1, Th. 1]. Therefore, after some algebraic manipulations, we readily obtain the result in (4).
Using Lemma 1, the transmission outage probabilities of D n and D m conditioned on g s,n and g s,m can be computed by
1) Proposed Scheme: To guarantee both reliability and security for NOMA, next we propose a transmission outage constrained scheme. Specifically, a maximum tolerable transmission outage constraint for both information signals is introduced to achieve reliable transmission. Hence, the codeword rates of x n and x m should be selected to ensure that the transmission outage probabilities of D m and D n are bounded by , i.e., P n top ≤ and P m top ≤ , and thus, the transmission outage event can be potentially avoided. Based on (6) and (7), we can obtain the optimal codeword rates as 
where {A} + = max(A, 0).
Remark 1: It is easy to validate that both δ n ( ) and δ m ( ) are monotonically increasing functions with . This means that by decreasing , the transmission outage probabilities for D n and D m can be lowered, while the codeword rates R xn b ( ) and R xm b ( ) are decreased, which leads to an increase in the secrecy outage probabilities for D n and D m due to the reduced secrecy rates. Therefore, there exits a reliabilitysecurity tradeoff.
2) Secrecy Outage Probability: Several channel statistics are provided in what follows, which are useful for characterizing the secrecy outage probability.
Lemma 2: Utilizing order statistics, the cumulative distribution functions for g s,n and g s,m can be computed by
where we have used the following notations:
, and 
where β = ζρ e + 1. Utilizing (11) and (13), the secrecy outage probability for D n can be derived as
where Ψ 1 (y) = Similarly, based on (12) and (14), the secrecy outage probability for D m can be computed by
s denotes the target secrecy rate for x m , and L denotes the number of terms for the Gauss-Chebyshev quadrature approximation. In (16), step (i) is obtained based on the fact that 
Next, we evaluate the secrecy outage probability for the selected user pair, which can be derived as . In the last equation of (18), we denote the first, the second, and the third integrals as I 1 , I 2 , and I 3 , which are computed by 
. Now, by substituting the results in (19)-(21) into (18), a closed-form P nm sop is obtained straightforwardly.
3) Secrecy Diversity Order: To gain more useful insights, we analyze the secrecy diversity order. As indicated by [3] , the secrecy diversity order shows the asymptotic secrecy outage behavior when both ρ s and main-to-eavesdropper ratio approach to infinity, i.e., ρ s → ∞ and λ = 
, and the integral in the numerator of (22) is independent of ρ M . Similarly, we can approximate (16) in the high ρ M regime as
, and the integral in the numerator of (23) is also independent of ρ M .
Remark 2: By combining the definition of the secrecy diversity order with (22) and (23), a secrecy diversity order of n is achieved at D n and a secrecy diversity order of m is achieved at D m . This means that full secrecy diversity orders are obtained at D n and D m by the proposed transmission outage constrained scheme, showing its advantage in guaranteeing security.
Remark 3: Applying the same rationale with (22) and (23), it is easy to show that the secrecy diversity order of the selected user pair is m, which is equal to the secrecy diversity order of D m . This observation suggests that, since the secrecy diversity order of the selected user pair is dominated by the user with the worse channel gain, it is preferable to pair the best channel gain user with the second best channel gain user to achieve a better secrecy outage performance.
IV. SIMULATION RESULTS
For illustration, we assume that S is located at the origin (0, 0), E is located at (0, 10), and K users are uniformly deployed inside a circle centered at (0, 5) and with radius equal to 3. Therefore, the average channel gains can be obtained as Fig. 1 shows the secrecy outage probability of the proposed scheme versus ρ s . It can be observed that the analytical results perfectly match the simulated ones, thus validating the accuracy of the theoretical analysis. It can be observed from the figure, the secrecy outage probability for D n first decreases with ρ s in the low to medium ρ s regime, then it reaches a floor if ρ s further increases. In sharp contrast to D m , the secrecy outage probability for D m first decreases and then increases with an increase in ρ s . This can be intuitively explained as follows. Both the main channel capacity of D m and the wiretap channel capacity of E become interference-dominated in the high ρ s regime, and in this case, increasing ρ s will cause more channel capacity loss to D m than that to E, which degrades the secrecy rate of D m . The secrecy outage probability of the user pair exhibits a similar trend with D m , since the overall secrecy outage probability is dominated by the worst case. Moreover, it can be also observed from the figure that the secrecy outage probability for both users becomes higher when the transmission outage constraint is more stringent, therefore confirming Remark 1. Fig. 2 shows the secrecy outage probability of the proposed scheme versus ρ M . As seen from this figure, full secrecy diversity orders are achieved at both users, which is consistent with our findings in Remark 2 and demonstrates the effectiveness of the proposed transmission outage constraint scheme. Interestingly, the secrecy diversity order of the user pair remains the same as that of D m , and the secrecy outage probability of the user pair converges to that of D m in the medium to high ρ M regime. This observation is also verified by the insights in Remark 3. Fig. 3 compares the secrecy outage probability of the proposed scheme with two benchmark schemes. Benchmark-I is an orthogonal multiple access scheme with a full-duplex eavesdropper, while Benchmark-II is a NOMA scheme with a half-duplex eavesdropper. As expected, the proposed scheme achieves a lower secrecy outage probability than Benchmark-I, due to the increased spectral efficiency. Compared with Benchmark-II, the full-duplex eavesdropping significantly degrades the transmission secrecy.
V. CONCLUSION
This letter studied the design of secure NOMA against full-duplex proactive eavesdropping and proposed a novel transmission outage constrained scheme for both reliability and security guarantees. The secrecy outage probability and the secrecy diversity order of the proposed scheme were analyzed to evaluate the secrecy performance and gain valuable design insights. The proposed solution can be used to prevent confidential information leakage against the proactive eavesdropper in practical heterogeneous or tactical networks.
